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Phishing is all the rage these days. And I don't mean the kind where you're relaxing on a 
boat with a worm dangling from a hook waiting for a large-mouth bass to happen by.  

On the Internet, phishing (also known as carding or brand spoofing) is a scam used by an 
attacker who sits at a remote computer dangling a malicious Web site on spam e-mail 
waiting for a naive Internet user to happen by.  

MessageLabs recorded a 1,000% increase in the number of phishing attacks they 
intercepted between June and July of 2004 and that number continued to grow, ending the 
year 50 times higher than the same period in 2003. Suffice it to say, phishing is a critical 
problem, particularly for users gullible enough to take the bait.  

What can you do to protect Windows from being victimized by phishing scams? You've 
already had many experts tell you continually patch systems and get rid of Internet Explorer 
-- a Web browser with more exploitable vulnerabilities than its competition -- so here are a 
few other quick tips that may come in handy.  

Block spam effectively in Outlook 

Filtering and blocking spam is probably the single biggest step you can take in guarding 
Windows against phishing attacks. Spam is the delivery mechanism that gets the bait to 
your computer. If an attacker can't get his phishing message to your inbox, there is no 
chance your systems will be victimized. The latest version of Microsoft Outlook and many 
other e-mail client applications now have fairly good junk mail filters to keep the majority of 
spam out of your inbox. In Outlook, you can set the Junkmail options by navigating to 
Actions/Junk E-mail/Junk E-Mail Options.  

Guard your hosts file with an IPS 

The hosts file in Windows maps network destinations or Web sites to IP addresses, and 
can be used to override DNS. Some phishing attacks actually rewrite the hosts file, so the 
next time users try to visit certain Web sites they are unwittingly visiting the malicious 
replica site. You should use an intrusion prevention system (IPS) or other security software 
to guard your hosts file, and periodically check the hosts file to look for any suspicious 
entries. You can open it in Notepad.  

Strip out code in e-mail messages 

Phishing scams rely almost exclusively on the ability to include and execute active-scripting 
code within an e-mail message. You can turn off this ability. To do so, go to 
Tools/Options/Security and then select Zone Settings. When the warning box pops up, click 
"ok" and select Custom Level to disable specific types of code from executing. You can 
also set Outlook to display all incoming e-mail as plain text only, which will prevent scripting 
code from being executed. Simply click Tools/Options/E-Mail Options and select the 
checkbox next to "Read all standard mail in plaint text".  



About the author 

Tony Bradley is a consultant and writer with a focus on network security, antivirus and 
incident response. He is the About.com Guide for Internet/Network Security, providing a 
broad range of security tips, advice, reviews and information. Tony also contributes 
frequently to other industry publications. For a complete list of his freelance contributions 
you can visit Essential Computer Security.  

This tip orginally appeared on SearchWindowsSecurity.com.  



10 Tips in 10 Minutes: Phishing Exposed 

Tip – 1: E-mail basics 

By Lance James 
23 Mar 2006 | SearchExchange.com  

The following is tip #1 from "10 tips in 10 minutes: Phishing exposed," excerpted from 
Chapter 3 of the book Phishing Exposed, published by Syngress Publishing.  

 
E-mail contains specific key elements that enable it to communicate and route to the 
correct places. The design of the e-mail system is what makes e-mail one of the most 
efficient forms of communication today. Ironically, the e-mail system's infrastructure is 
similar to that of the traditional post office in that it requires you to have "routable" 
addresses enabling mail to be delivered. The mail server is similar to your human mail 
carrier, and the mail client is you physically walking to your mailbox.  

To begin, let's dive into understanding how the user goes about creating, sending, and 
receiving e-mail. We'll finish with a discussion of how to forge e-mail.  

E-Mail Headers  

The process of sending and receiving e-mail involves two types of systems: the mail client 
(that's you) and the mail server (similar to the post office). To understand e-mail headers, 
one must understand that e-mail doesn't simply go from points A to B and suddenly "You 
have mail!" In many cases, an e-mail message routes through four computers before it 
reaches its destination. Technically speaking, the total number of systems involved in the 
full process of e-mail delivery is about twice that, but it's transparent and performed 
efficiently.  

For examples in our e-mail demonstrations, we will use an e-mail message that I want to 
send to my readers. The e-mail addresses we will use are:  
me@sendingemail.com  
you@receivingemail.com  
 

My mail server will be mail.sendingemail.com, the receiver will be mail.receivingemail.com. 
The sending workstation will be called Sender, and the receiving workstation will be called 
Receiver. Now let's look at the internal operations of an area most of you reading this book 
should be familiar with: the client user experience of opening an e-mail client to enter the 
To, Subject, and Body fields in the new e-mail message.  



Figure 1 shows an example of a common screen for creating an e-mail message: 

 
Figure 1 Standard E-Mail Process: Creating a Message  

As you can see, there is an optional CC field, enabling you to add e-mail addresses to send 
this message to (a perk you don't get at the standard post office with a single stamp and 
envelope). Then I click Send and off my message goes to be received by 
you@receivingemail.com.  

It appears that this comes off without a hitch, but the internal workings are what keep the 
message going. The mail protocol has headers that mark the e-mails with information on 
where it originated, its destination address, and the route it took to get there. Yes, that's 
right, e-mail tells a story of its delivery, similar to a tracking number when you ship 
something via a carrier like Federal Express. The development of the e-mail header's 
progress on its way to the destination address are typically marked by three different 
systems that are handling the mail delivery. I sent mail to you@receivingemail.com and the 
minute I clicked Send, the message was handed off to my mail server 
(mail.sendingemail.com). At that point, my mail client sent the mail server the following e-
mail headers to process:  
From:me@sendingemail.com (Lance James) 
To: you@receivinge-mail.com 
Date: Tue, April 04, 2005 23:01:12 PST 
X-Mailer: Microsoft Outlook, Build 10.0.2616 
Subject: This is your subject field 
 

As you can see, the fields I referred to are actually headers. E-mail is technically 
constructed of headers with the field: value set. A blank line separates sections within the 
headers, so the actual body has a blank line with a content type before it, usually plaintext, 
which is indicated by the following:  
Content-Type: text\plain; charset=ISO-8859-1: forma t=flowed 



This text is usually found below the headers we displayed previously (different mailers have 
different header ordering) and indicates the type of content found within the e-mail. The 
content-type field is determined by the mail client since it knows what it is sending. When 
we send plaintext, the content-type field is optional, but the majority of mail clients use it to 
stay within the specifications found in requests for comment (RFCs; see 
www.imc.org/rfcs.html).  

As we continue, our mail client has sent the e-mail to our mail server 
(mail.sendingemail.com). The mail server will read the header information that our mail 
client sent it, and will add some additional header information before sending it off to the 
receiver's mail server (mail.receivingemail.com). Here is what the headers look like:  
Received: from sender (xx.7.239.24)  
by mail.sendingemail.com (Postfix) id 125A56; Tue, April 04, 2005 23:01:16 -0800 
(PST) 
From: me@sendingemail.com (Lance James) 
To: you@receivingemail.com 
Date: Tue, April 04, 2005 23:01:12 PST 
Message-ID: ssc041837262361-293482299@mail.sendinge mail.com 
X-Mailer: Microsoft Outlook, Build 10.0.2616 
Subject: This is your subject field 
 
There are a few extra additions marked on there, mainly stating from where the message 
was received (the mail client, when it identified itself to the mail server) and the time it was 
received, along with a message ID. The message ID has no human-based significance, but 
from an administrative standpoint, a mail administrator can use it to look up e-mails. The e-
mail message ID is similar to a FedEx or UPS Tracking number, and although it's a 
completely random number, can be very useful.  

Let's view the final header additions marked on the receiving mail server endpoint:  
Received: from mail.sendingemail.com  
(mail.sendinge-mail.com [xx.7.239.25])  
by mail.receivinge-mail.com (Postfix) with ESMTP id  T12FG932  
for <you@receivingemail.com>; Tue, 04 April 2005 23 :01:22 -0800 (PST) 
Received: from sender (xx.7.239.24) by mail.sending email.com  
(Postfix) id 125A56; Tue, April 04, 2005 23:01:16 - 0800 (PST)  
From: me@sendingemail.com (Lance James) 
To: you@receivingemail.com 
Date: Tue, April 04, 2005 23:01:12 PST 
Message-ID: ssc041837262361-293482299@mail.sendinge mail.com 
X-Mailer: Microsoft Outlook, Build 10.0.2616 
Subject: This is your subject field 
 
When the receiving client user sits down at the receiver workstation, he will be able to view 
these e-mail headers within the e-mail (depending on the e-mail client software, he might 
have to select the appropriate view headers field). When you receive an e-mail, it can be 
very important to understand headers so you can trace the historical logs of an e-mail. Let's 
look at the last set of headers we received and review each line item added to the 
Received headers.  
Received from: mail.sendingemail.com  
(mail.sendingemail.com [xx.7.239.25])  
by mail.receivingemail.com (Postfix) with ESMTP id T12FG932  
for you@receivingemail.com; Tue, 04 April 2005 23:0 1:22 -0800 (PST) 
 



This first header tells us that this message was received by a server dubbed 
mail.sendingemail.com. The parentheses show the verification of identity, stating that a 
DNS reverse lookup revealed that the IP matches this identification and that xx.7.239.25 is 
the IP address the message came in from. The mail server that received the e-mail is 
mail.receivingemail.com, which is running Postfix ESMTP with an arbitrary id of T12FG932. 
The ID is arbitrary and constructed by the receiving mail server for administrative purposes. 
The e-mail address this message is intended for is you@receivingemail.com, with a receive 
date of Tuesday, April 4, 2005, at 11:01 P.M. and 22 seconds, Pacific Standard Time.  

This entry header:  
Received: from sender (xx.7.239.24) by  
mail.sendingemail.com (Postfix) id 125A56;  
Tue, April 04, 2005 23:01:16 -0800 (PST) 
 

documents the mail transfer between the Sender workstation and the sender's mail server. 
It is identified by the IP address in parentheses, and we know that mail.sendingemail.com 
is a Postfix server and has labeled this message with an arbitrary message ID. The date of 
mail transfer was Tuesday, April 4, 2005, at 11:01 P.M. and 16 seconds, Pacific Standard 
Time.  

The headers derived in this e-mail are legitimate headers. Anytime a system assists in 
routing an e-mail, an extra Received header will be added on. Notice that the order of 
Received headers is destination endpoint first, and the bottom header is the starting point 
(see Figure 2). 

 
Figure 2 Standard E-Mail Process: Multiple Hops Required to Reach Receiver  



 

Tip 2: Mail delivery process 

 
By Lance James 

23 Mar 2006 | SearchExchange.com  

The following is tip #2 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing. 

 

All e-mail headers contain the server and client information that controls the process of mail 
delivery. Many people who use e-mail clients have probably heard of SMTP servers and POP3 
servers. Within your e-mail client you are asked to put in your e-mail settings related to these 
servers, as shown in Figure 3. 

 
Figure 3.3 E-Mail Settings  

Phishers take advantage of these settings to successfully perform social engineering against the 
average e-mail user. To understand this concept a bit more, let's take a quick review of the e-mail 
protocol.  

Within the typical setup for e-mail, two ports are typically used: port 25, and port 110. Port 25 is the 
Simple Mail Transfer Protocol (SMTP), and its job is to transmit and receive mail—basically what is 
called a Mail Transfer Agent, or MTA. An MTA is comparable to the mail carrier who picks up the 
mail and sends it off to where it needs to go. Just as the mail carrier drops off and picks up mail, so 
does the MTA. Port 110 is the Post Office Protocol, version 3 (POP3), and it is essentially the 
mailbox from which users pick up their mail up. This has an authentication process that allows 
users to log in and retrieve their e-mail, which, in most cases, depending on your settings, is set to 
delete the mail from the server once you have completely retrieved it.  



Raw SMTP Communication   

A quick way to comprehend the operations of SMTP is to send an e-mail using the Telnet protocol. 
Telnet is a communication protocol that allows you to connect to and communicate with a port in a 
terminal. In this case, we will Telnet to port 25 of mail.sendingemail.com:  

me@unixshell~$ telnet mail.sendingemail.com 25 
Trying 127.0.0.1... 
Connected to mail.sendingemail.com. 
Escape character is '^]'. 
220 mail.sendingemail.com ESMTP 
 

We have successfully established a session with the SMTP or ESMTP (Extended STMP) server, 
and it has given us a return code of 220. We can now send it commands. The commands typically 
used to send e-mail are HELO, MAIL FROM, RCTP TO, DATA, and QUIT. Basically, five primary 
commands control the majority of the protocol.  

To start, we have to identify ourselves by simply saying HELO:  

220 mail.sendingemail.com ESMTP Postfix 
HELO sender.sendingemail.com 
250 mail.sendingemail.com Hello  
sender.sendingemail.com [xx.7.239.24],  
pleased to meet you 
 
As you can see, the server greeted us back and identified us by displaying our IP address. 
Technically, we could make up anything describing who we are; most SMTP servers will allow that 
because they know our IP, and it will mark our IP within the Received headers.  

To send e-mail after the meet and greet, we want to tell the mail server who the e-mail is from and 
where it is going:  

MAIL FROM: me@sendingemail.com 
250 me@sendingemail.com... Sender ok 
RCPT TO: you@receivingemail.com  
250 you@receivingemail.com… Recipient ok 
 

This code states that the inputs we've entered are okay. In the real world, we would be rejected for 
the RCTP TO: from Telnet, since relaying to another network should be denied. But since we're on 
our own network and run our own mail server locally, this is allowed. Note that this is a quick and 
easy way to forge headers right at the MAIL FROM: and RCPT TO: fields. From our local network, 
we can put anything we want in both those fields and it will be accepted. This is one basis for some 
forgery; the other is the open relays, which we will get to shortly.  

To send our message, we will use the DATA command:  

DATA 
354 Enter mail, end with "." On a line by itself 
Subject: Test E-mail 
 

Here is my data that I would like to send to you@receivingemail.com. This is essentially the body of 
the message and we will close by skipping a line and entering "." -me  

. 
250 I6A2341RR Message accepted for delivery 
QUIT 
221 mail.sendingemail.com closing connection 
Note that the 250 return code revealed an ID for our message; this is the message ID we see in the 
headers on the way out. Once we tell the mail server QUIT, it will send our message. This is the 
internal protocol that SMTP works with. As you can see, it's simple and flexible, which is the exact 
reason the technology enables so many problems while also offering convenience.  



The mail server infrastructure works in such an efficient fashion that we did not use only four 
servers but, at minimum, eight servers to deliver our e-mail. In the process of sending e-mail, we 
query multiple DNS servers to obtain information about where the mail servers are on the Internet.  

Here is an example of the complete process for sending an e-mail (see Figure 4): 

 
Figure 4 Standard E-Mail Infrastructure  

Create the e-mail, specifying the From, To, Subject, and content.  

After you click Send, the mail client will access the DNS server of your ISP to locate your local mail 
server.  

The local mail server (mail.sendingemail.com in our example) receives your e-mail and uses the 
local DNS to determine who sent it by doing a reverse IP lookup of Sender.  

After verification, the local mail server adds the headers and relays the mail to the 
mail.receivingemail.com mail server. To do this, mail.sendingemail.com has to look up what is 
called a mail exchange, or MX, record within DNS. This MX says, "Hello mail.sendingemail.com, 
mail.receivingemail.com is handling mail for receivingemail.com." Once that has been identified by 
our mail server, it can relay to the proper mail server.  

Once mail.receivingemail.com receives the e-mail, it applies more header information, including 
routing data and receiving time; checks the DNS server for a reverse lookup regarding 
mail.sendingemail.com; and looks up the user you for the domain it is handling mail for.  

Client e-mail user Receiver contacts mail.receivingemail.com (again, local DNS is used), makes a 
request to the POP3 port (110), and asks to retrieve its e-mail. The e-mail is delivered to the e-mail 
client, and Receiver happily reads the e-mail. 



 

Tip – 3: Anonymous e-mail 

By Lance James 
23 Mar 2006 | SearchExchange.com  

The following is tip #3 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing. 

 

Technology sector experts well know that SMTP was not designed with security in mind. E-mail is 
trivial to forge, and in more than one way, forged e-mail can be passed with ease to the mail 
transport agent (SMTP server). As we already are aware, spammers forge e-mails, and since 
phishers are classified as spammers, they take on this practice as well. Most spammers tend to 
forge e-mails for anonymity, since they are sending you annoying e-mails that will usually get a 
negative reaction, and if the e-mails were easily traceable, they would probably be caught. Phishers 
forge for a different reason: They are attempting to con you, and they are using forgery to spoof a 
likely bank e-mail, such as verify@citibank.com. Not all headers can be forged, so the good news is 
that you can still track down the originator IP address, but unfortunately the phishers are not e-
mailing directly from their homes.  

The headers that can be forged are:  

1. Subject, Date, Message-ID  

2. Recipients: From, To, CC  

3. Content body  

4. Any arbitrary headers such as the X-Mailer and X-Message-Info  

5. The initial Received headers 

6. The headers that cannot be forged are:  

7. The final Received headers  

8. The originating mail server, including:  

9. IP address  

10. Subsequent timestamps 

A header view of a phishing e-mail that was sent targeting Citibank customers might look something 
like this:  

Received: from 157.red-80-35-106.pooles.rima-tde.ne t  
(157.Red-80-35-106.pooles.rima-tde.net [80.35.106.1 57])  
        by mail.nwsup.com (8.13.0/8.13.0) with SMTP  id i6KCInwW020143;  
        Tue, 20 Jul 2004 08:18:51 -0400  
 Received: from jomsi9.hotmail.com ([109.231.128.11 6])  
by p77-ewe.hotmail.com with Microsoft SMTPSVC(5.0.2 195.6824);  
         Tue, 20 Jul 2004 11:01:16 -0200  
 Received: from aeronauticsaranf21 (bub[208.113.178 .170])  
           by hotmail.com (mcak97) with SMTP  
           id <40364465887f8mut>  
           Tue, 20 Jul 2004 11:01:16 -0200  
 From: "Citibank" <safeguard@citibank.com> 
 To: "'Novell2'" <someone@nwsup.com> 
 Subject: Attn: Citibank Update!  
 Date: Tue, 20 Jul 2004 14:03:16 +0100  
 Message-ID: <1575948b156d80$0sv4mtq8$296tas263sil@ edmondsonvl9695> 



 

We want to read Received headers from top to bottom in this case. As we learned earlier, at the 
very top is the final Received header, which cannot be forged. In this case, the previous hop before 
the message landed at its final destination was through 157.red-80-35-106.pooles.rima-tde.net. 
This address can be verified by a forward lookup of the IP, which resolves to this. The next 
Received line says it is from jomsi9.hotmail.com, which we should doubt--first, because it is tough 
to forge e-mail from a web e-mail service in general, and second, the IP address and hostnames for 
the Hotmail domains do not exist on the Internet.  

The bottom Received header is clearly a fake header, since there is no real domain associated and 
IP address is untraceable. So, relying on what we know, the only known accurate header is 
80.35.106.157--and oh, what a surprise, a whois (www.whois.org) lookup on the IP shows the 
location to be in Estonia, which happens to be a popular country for phishing and other electronic 
fraud. Also, this IP address has been on record at the SPAMHAUS (www.spamhaus.org) Real Time 
Block List, meaning that it was probably an open relay at some point in time and used to send 
abusive e-mail.  

Looking at context clues, we note the timestamps on the two forged Received headers. It is 
extremely unlikely that the timestamps would be at the exact same time, as indicated here.  

The Message-ID is definitely not a Hotmail one, since Hotmail message IDs take a form similar to 
BAY19-F30997BCBE3A45FF3DB16698E3D0@phx.gbl. Hotmail also sends an X-Originating-IP as 
well as a few other abuse-tracking headers, which are definitely not included in the phishing e-mail.  

General clues within the header usually identify whether it is forged or not. The obvious one is the 
Received headers being inconsistent with mismatched From and by fields. The HELO name does 
not match the IP address, there are nonstandard headers in general placed within the e-mail, and 
wrong or "different" formats of the Date, Received, Message-ID, and other header labels.  

Here are some more specific clues regarding this e-mail header:  

The time zone on the Hotmail header doesn't match the geographical location, nor does the Date 
header.  

The asterisk in the From domain cannot originate from Hotmail and generally is not legitimate;  

SMTPSVC is Exchange's SMTP connector, which is used consistently throughout Hotmail.  

Hotmail records a Received header matching Received: from [browser/proxy IP] with HTTP; [date].  

Hotmail systems are usually set to GMT. 

Let's compare the suspicious mail to a legitimate Hotmail message:  

Received: from hotmail.com (bay19-f30.bay19.hotmail .com [64.4.53.80]) 
 by mail.sendinge-mail.com (Postfix) with ESMTP id 4F6A7AAA8E 
 for <me@sendinge-mail.com>; Tue,  5 Apr 2005 21:46 :27 -0700 (PDT) 
Received: from mail pickup service by hotmail.com w ith Microsoft SMTPSVC; 
  Tue, 5 Apr 2005 21:45:50 -0700 
Message-ID: <BAY19-F30997BCBE3A45FF3DB16698E3D0@phx .gbl> 
Received: from xx.7.239.24 by by19fd.bay19.hotmail. msn.com with HTTP; 
 Wed, 06 Apr 2005 02:45:50 GMT 
X-Originating-IP: [xx.7.239.24] 
X-Originating-E-mail: [myhotmailaccount@hotmail.com ] 
X-Sender: myhotmailaccount@hotmail.com 
From: "Hotmail Account" <myhotmailaccount@hotmail.c om> 
To: me@sendinge-mail.com 
Date: Wed, 06 Apr 2005 02:45:50 +0000 
 

A quick comparison to the phishing e-mail makes it quite obvious that the previous e-mail headers 
were not authentic and definitely not from Hotmail. The final Received header shows accurately that 
it was received from Hotmail, and if we did a forward DNS lookup on the IP, it would match Hotmail. 



The second Received header is the internal mail pickup service and demonstrates that there was 
an extra hop from the user sending e-mail from the Web outgoing to the Internet. The initial 
Received header is authentic, displaying our IP address and the mail relay it was picked up by. It 
also states that we performed this action via HTTP on a certain date and time based in the GMT 
time zone.  

We also note the X-headers; in this case they are being used for abuse tracking so that one can 
quickly identify the IP address of the originator. X-headers are user-defined fields, usually marked 
by other vendors outside the MTA; they are usually nonstandard and vendor-specific. The X-
Originating-E-mail matches the From: field, and the dates are sufficiently accurate and do not look 
suspicious. All in all, you can see a vast difference between a suspicious set of headers and a 
properly formed e-mail. This does not mean that forged headers are always this obvious, but there 
are some clues that may give it away if you know how to read them. 

Tip – 4: Forging headers 

By Lance James 
23 Mar 2006 | SearchExchange.com 

The following is tip #4 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing.  

 

Forging headers is trivial, but the more appropriate question is, how is it possible? The MTA that we 
contact via Telnet can demonstrate how easy it is to forge headers. We will be adding Header-1: 
xxx and Header-2: yyy, which do not indicate anything special but make a great example:  

$ telnet mail.sendingemail.com 25 
Trying 127.0.0.1... 
Connected to mail.sendingemail.com. 
Escape character is '^]'. 
220 mail.sendingemail.com ESMTP Postfix 
HELO hostname 
250 mail.sendingemail.com Hello sender.sendingemail .com  
[xx.7.239.24], pleased to meet you  
MAIL FROM: madeup@spoofedemail.com 
250 Ok 
RCPT TO: me@sendinge-mail.com 
250 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF> 
Header-1: xxx 
Header-2: yyy 
 
Message body. 
. 
250 Ok: queued as 73F50EDD2B 
QUIT 
221 Bye 
 
Now we check our e-mail and find the following e-mail content and header information:  

Return-Path: <madeup@spoofedemail.com> 
X-Original-To: me@sendingemail.com 
Delivered-To: me@sendingemail.com 
Received: by mail.sendingemail.com (Postfix, from u serid 1999) 
id D3750EDD2B; Tue,  5 Apr 2005 21:33:55 -0700 (PDT ) 
Received: from hostname (xx.7.239.24) 
by mail.sendingemail.com (Postfix) with SMTP id 73F 50EDD2B 



for ; Tue,  5 Apr 2005 21:33:37 -0700 (PDT) 
Header-1: xxx 
Header-2: yyy 
Message-Id: <20050406023337.73F50EDD2B@mail.sending email.com> 
Date: Tue,  5 Apr 2005 21:33:37 -0700 (PDT) 
From: madeup@spoofedemail.com 
To: me@sendingemail.com 
X-Spam-Checker-Version: SpamAssassin 2.63 (2004-01- 11) on  
mail.sendingemail.com 
X-Spam-Status: No, hits=2.3 required=5.0 tests=BAYE S_90,NO_REAL_NAME 
autolearn=no version=2.63 
 
Message body. 
 
We can see that our e-mail has come in from madeup@spoofedemail.com and was delivered. Our 
added headers made it into the e-mail, and those could easily be replaced by fake Received 
headers, X-headers, and any other content someone wanted to place in there. The flexibility of 
SMTP struts its stuff when it comes to what can go into an e-mail. At this stage it is up to the e-mail 
clients to judge whether the e-mail is valid or not.  

Tip – 5: Open relays and proxy servers 

By Lance James 

23 Mar 2006 | SearchExchange.com  

The following is tip #5 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing. 

 

In our example of forging headers, we successfully spoofed our e-mail address and some headers, 
but unfortunately this did not stop our IP address from being identified within the e-mail. It clearly 
states our IP address on the line that reads Received: from hostname (xx.7.239.24). If we were to 
send a bulk e-mail like this trying to phish someone, we would be considered newbies and would 
probably be an easy target for apprehension.  

One way of hiding our IP address is to take advantage of open relay servers combined with proxy 
servers. An open relay servers is an SMTP mail server that allows unauthorized users to send e-
mail through it. The reason we could send spoofed e-mail in our example is because we did it from 
our own MTA server. Although we are considered "authorized" to send e-mail, the detriment is that 
our real IP of our own MTA will be revealed to the receiver.  

Most open relays reside in corporations or systems that have a misconfigured mail server and are 
not aware that they are contributing to spamming and phishing. These types of mail server are 
prime targets for phishers and spammers, since the unsuspecting and unaware probably lack the 
education to keep track of the server logs. By the time they find out, many spammers have probably 
already exploited their system for illicit activity. Spammers and phishers could use multiple open 
relays simultaneously to send their bulk e-mails. Unfortunately that is a drawback as well, since the 
more one uses the open relay, the faster it ends up on a real-time black hole list (RBL; see 
www.email-policy.com/Spam-black-lists.htm).  

The anonymous element is to locate open proxy servers that are on the Internet. An open proxy 
server is similar to a open relay server except it is not specifically used for e-mail; it will also route 
arbitrary TCP and sometimes UDP requests. One of the more popular proxy protocols is SOCKS, 
an abbreviation for SOCKet Secure; it is a generic protocol for transparent proxying of TCP/IP 
connections. SOCKS is a more universal proxy and is in high demand by phishers and spammers 
because it can serve multiple necessities. There are also standard HTTP/HTTPS proxy servers and 
cache proxy servers such as Squid that mainly focus on HTTP and the ability to cache data so that 



you save bandwidth. Most phishers are specifically looking for proxies to cover their tracks in 
perpetrating fraud.  

There are many methods of locating proxies to hide through; a quick way is Google. One of the first 
sites at the top of the Google search list is www.stayinvisible.com/index.pl/proxy_list (see Figure 5). 
Let's look at the list and try them for ourselves.  

 
Figure 5 Available Proxy Lists  

There are also many available tools that check for open proxies on the Internet at a very fast rate. 
YAPH -- Yet Another Proxy Hunter (http://yaph.sourceforge.net) -- is a UNIX version of a freely 
available proxy hunter, and there are multiple ones for Windows. One of the bulk-mailing tools, 
known as Send-safe, even provides a proxy hunter with its software. At this time, the software's 
author has trouble hosting his site anywhere due to being a suspect in the authoring of the Sobig 
virus (http://securityresponse.symantec.com/ avcenter/venc/data/w32.sobig.f@mm.html). Also, in 
the underground free-trade market, you can even purchase proxy and VPN services from "trusted" 
individuals for approximately $40 per month.  

On this list are both anonymous and transparent proxies. The transparent proxies are usually HTTP 
proxies. Since the anonymity level can be lessened due to the fact that your browser will answer a 
request such as REMOTE_ADDR from the server, the transparent proxy will pass that along 
without a rewrite. This makes it obvious that it is not an anonymous proxy, but it can be useful for 
caching when bandwidth is low. On the other hand, SOCKS was designed to tunnel all TCP traffic, 
no matter what type. Since SOCKS does not require information from the browser, it simply treats it 
like an arbitrary TCP client. This method of handling the data will increase anonymity, since the 
Web server is viewing the SOCKS server as a client and any requests will come from the SOCKS 
server.  



Phishers Go Wireless   

With the ongoing growth of wireless networks, phishers now can anonymously mass-mail by war 
driving -- the act of driving around looking for available wireless networks to connect to, with a goal 
of sending bulk mailings through networks that are either open or vulnerable to security flaws and 
so accessible by unauthorized parties. More than this, war driving eliminates any signature 
available for tracking, since the wireless signal can be received even from 2 miles away, depending 
on the attacker's antenna. During the day of a phish attack, the attacker could be sitting at his home 
logging into the neighborhood Starbucks' wireless hotspot to send e-mails.  

To extend the abuse of wireless networks, since T-Mobile provides the majority of wireless services 
to Starbucks coffee shops that require a login and password to use, phishers can start attacking the 
users on the network while drinking a cup of java. One technique used against hotspots was 
originally dubbed airsnarfing by "Beetle" and Bruce Potter of the Shmoo Group. The media later 
nicknamed this practice the Evil Twin attack, but unfortunately the media got to it a lot later than the 
actual concept was demonstrated by Shmoo. The media stated that airsnarfing was being exploited 
by sophisticated hackers, but actually Windows or Linux users can do this quite trivially, since 
setting it up is as easy as setting up a phish.  

Here's quick rundown on a trivial attack for phishing wireless networks: The way T-Mobile and most 
other hotspots work, including those at airports, is that you're handed an IP address delivered via 
the DHCP server and then requested to log in to their Web-based authentication form, entering your 
username and password. The weakness occurs right at the beginning of the wireless session, since 
there is no real trust between the wireless gateway and the casual user. This weakness can be 
used to create a rogue access point (AP) with the same service set identifier, or SSID. When we 
connect to a network, the SSID is shows as the identifying name of the AP. In the case of T-
Mobile's hotspots, most of the time you will see tmobile as the SSID value.  

Our rogue AP is set up to compete with the hotspot and have the same name, since in most 
Windows wireless setups the stronger wireless signal usually wins. We will also host all the DHCP, 
DNS, and IP routing required on our AP, and we'll have an HTTP server with our phishing site(s) all 
set up. Once victims connect to you instead of T-Mobile, they will not know the difference, since we 
are routing the Internet and they have logged into the look-alike site. We then can poison our DNS 
cache to point to other fake sites set up to look like sites that we want to steal customer information 
from. Essentially, we control the flow of where victims go, since we control their wireless Internet 
connections.  

This attack is possible due to the trust model, or lack thereof, between the user and the service the 
user is logging into. Simple login credentials don't protect against something you've never met 
before. The Shmoo Group has designed a HotSpot Defense Kit for MacOS and Windows XP, 
downloadable at http://airsnarf.shmoo.com/hotspotdk.zip. 
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When sending e-mails, most e-mail clients to do not support SOCKS for the very reason that they 
do not want to contribute to the already existing spam epidemic. In this case, there are two options: 
Use a bulk-mailing tool that supports proxies, including SOCKS, or use a program like SocksChain 
(http://ufasoft.com) for Windows or Proxychains (www.proxychains.sf.net) for UNIX. This essentially 
"proxifies" any connection you set so that you can use any networked application through SOCKS. 
With the Proxychains programming you can also chain your proxies together to set a route and 
improve your odds against someone tracking you.  

Let's "socksify" a Telnet session and create a proxy chain that we can use to send e-mail and view 
the headers to relish our accomplished anonymity. To begin, we first need to set up our chain (see 
Figure 6):  

 
Figure 6 Proxy Chain Setup  

Next we set up our "socksify" host so that when we Telnet, we will Telnet to 127.0.0.1 port 1080, 
and it will redirect to our mail server. Now as we Telnet to 127.0.0.1: 1080, SockChain automatically 
begins to create its routes, as shown in Figure 7.  



 
Figure 7 Established Chain of Proxies  

We will now see the following:  

Trying 127.0.0.1... 
Connected to mail.sendingemail.com. 
Escape character is '^]'. 
220 mail.sendingemail.com ESMTP Postfix 
HELO hostname 
250 mail.sendingemail.com Hello  
sender.sendingemail.com [193.145.101.10], pleased t o meet you  
MAIL FROM: madeup@spoofedemail.com 
250 Ok 
RCPT TO: me@sendingemail.com 
250 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF> 
  
Message body. 
. 
250 Ok: queued as 64A20E4D6A 
QUIT 
221 Bye 
 



And our e-mail will look like the following:  

Return-Path: <madeup@spoofedemail.com> 
X-Original-To: me@sendingemail.com 
Delivered-To: me@sendingemail.com 
Received: by mail.sendingemail.com (Postfix, from u serid 1999) 
id 64A20E4D6A; Tue,  5 Apr 2005 22:21:17 -0700 (PDT ) 
Received: from hostname (193.145.101.10) 
by mail.sendingemail.com (Postfix) with SMTP id 73F 50EDD2B 
for ; Tue,  5 Apr 2005 22:21:13 -0700 (PDT) 
 Message-Id: <20050406023267.64A20E4D6A@mail.sendin gemail.com> 
Date: Tue,  5 Apr 2005 22:21:13 -0700 (PDT) 
From: madeup@spoofedemail.com 
To: me@sendingemail.com 
X-Spam-Checker-Version: SpamAssassin 2.63 (2004-01- 11) on  
mail.sendingemail.com 
X-Spam-Status: No, hits=2.3 required=5.0 tests= 
BAYES_90,NO_REAL_NAME 
autolearn=no version=2.63 
Message body. 
 
In this example, notice that our IP address is now quite different than the previous e-mail, indicating 
that we have successfully sent an anonymous e-mail.  

Of course, there are more elements than just chaining arbitrary proxies together to "safely" send 
your phishing e-mails. In most cases, you would want to be on a proxy server that is outside the 
country you have targeted. This will help you establish some sort of safety zone so that you are 
untouchable by the law in the targeted country. If a proxy you used was located in the United States 
and you attacked an American target, there is a very good chance that the proxy would be served a 
subpoena for the logs in a very short amount of time. In comparison, depending on your actual 
location and whether the foreign authorities had any interest, the length of time it would take to get 
any help from the foreign proxy, even if they kept logs, would be next to a millennium, if at all. Many 
phishers count on the fact that they are not in the country they are targeting, which gives them sort 
of an added invincibility, although this depends on the country they are physically located in. An 
ever-growing method that is being implemented by phishers and spammers today is the botnet 
approach, which allows spammers to use drones of victim computers to perform their evil deeds. 
We cover botnets in detail in a later chapter.  

From law enforcement's perspective, the ability to quickly track is essential to apprehending these 
criminals. But on the other side of the fence are the privacy advocates, who also have a valid point 
regarding anonymity. In the esoteric world of cryptography—specifically, the approach to 
addressing true anonymity, in which anonymity, according to Paul Syverson, has a more strict 
definition of "being indistinguishable in a group"—the Electronic Frontier Foundation (EFF) is 
supporting an anonymous Internet communication system. The intent and purpose of the system is 
to prevent any type of network traffic analysis to be successful at all. Traffic analysis is a form of 
surveillance that assists in establishing who is communicating to whom over a public network. The 
information that can be gathered by this type of analysis allows investigators to profile habits, 
behavior, and interests of a certain group. This system is known as The Onion Router, or TOR 
(http://tor.eff.org). Ironically, onion-routing research was first done by the U.S. Navy (www.onion-
router.net) in a rumored effort to protect the military's interests regarding their access to Web sites 
without giving away the fact that they are the ones accessing them. Another ironic point is that they 
encouraged (http://yja.com/onion.htm) the public community to run onion routers, thus performing a 
public duty to protect the military.  



But now that it is supported by the EFF (TOR), the political and legal opposition from some world 
governments, along with the question of "What if?" have begun, especially in a time where cyber-
crime is on the rise at an extremely aggressive rate. Technologies like TOR that allow anonymous 
communication would only put us farther away from tracking the individuals; as though it weren't 
difficult enough to keep up with their rate of attacks, now they could fully cloak themselves in a 
"darknet" (www.cymru.com/Darknet). Other systems that implement David Chaum's Mixnet 
(www.freehaven.net) concepts, such as JAP and Freedom, could pose a threat to the tracking 
technology used by forensic investigators and law enforcement agencies. Given that the systems 
are all still in a primitive state compared to their ambitious goals, phishers have not been observed 
gravitating to these bleeding-edge technological hopes. That does not mean darknets, mixnets, and 
onion routers alike won't take the stage for the phisher at some point. A good majority of phishers 
reside in Europe, and so far, the trend has dictated that the countries outside the United States are 
not exactly afraid to play with esoteric technology. Being that a major element to successfully 
committing electronic fraud is not getting caught, I won't be surprised to see the trading 
underground move to darknets to conduct their communication and material trades. An Australian 
bank is using an optional scramble pad for its customers' security—something we won't see in the 
United States due to possible customer inconvenience. https://inetbnkp.adelaidebank.com.au/ 
OnlineBanking/ AdBank. 
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As many of you know, a major component in spamming is getting hold of valid e-mail addresses to 
spam. The same goes for phishing. This part of the chapter delves into some of the more effective 
and creative techniques for harvesting valid e-mail addresses. We will not attempt to cover them all, 
because frankly, there are many different ways to go about this task, and some are independent of 
our particular focus here.  

The art of e-mail harvesting is to obtain valid, high-quality, high-volume e-mail addresses. In most 
cases, these factors have trade-offs in terms of time. High quality at high volume usually takes a lot 
longer to obtain, since you have to focus on more targeted mailing lists, newsgroups, and any other 
medium that displays static e-mail addresses, but the quality of the e-mails themselves aren't really 
known. For high volume alone, a phisher will run multiple extractor tools on Web sites, newsgroups, 
and mailing lists to obtain e-mail addresses. For high quality, high volume, and high speed, a 
phisher will most likely require a hacker to obtain stolen information that via breaking in or exploiting 
systems to gain access to their back-end customer databases.  



Harvesting Tools, Targets, and Techniques   

According to the FTC, 86 percent of the e-mail addresses posted to Web pages receive spam 
(www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.htm). If something had an @ sign in it, no matter 
where it was placed on the Web page, it attracted spammers' attention. The same goes for 
newsgroups—86 percent of the addresses posted to newsgroups also receive spam.  

There are multiple ways to harvest e-mail addresses off Web pages and newsgroups, but the 
majority of spammers and phishers use what are called bots or crawlers. These tools literally scour 
the Internet looking for e-mail addresses. Crawler tools are readily available and fairly inexpensive, 
able to render solid results within the first hour. Take a look at one site, www.bestextractor.com 
(see Figure 3.8), and you will see that it offers multiple tools that enable this sort of activity, and the 
prices are very reasonable. These tools include harvesting methods that grab information from Web 
sites, search engines, newsgroups, and whois databases.  

 
Figure 8 Available E-Mail Harvesting Products  

If you take a closer look at this product, you will see that it consists of multiple features, including 
search engine queries to trivially obtain the data we need to start sending our phish e-mails (see 
Figure 9). 



 
Figure 9 Search Engine Selection  

At this point, we tell the tool to search for specific words, and it begins to look up the data by 
crawling all the sites it finds to extract e-mail addresses (see Figure 10). 

 
Figure 10 E-Mail Collection  



Unfortunately, this technique does not go undetected (see Figure 11)—Google interprets the 
automated requests against its site as malware or spyware coming from our computer and will 
ultimately block our IP address. This will limit our searching ability because it will require human 
intervention to continue our crawling endeavors. It would be ideal to add a crawling feature that 
could employ multiple proxies for our requested searches to use so as not appear to come in from 
the one IP address and we would not be blocked. 

 
Figure 11 We Have Been Spotted!  

For our more technically savvy readers with an interest in better stealth control, freely available 
tools allow a lot more extensibility and possible evilness to scan for vulnerabilities that do similar 
things. Specifically, wget is a very powerful tool for performing this type of "research" to obtain the 
information you need. Using wget in combination with other UNIX tools, we can easily demonstrate 
the power of this technique.  

The trade-off of a somewhat stealthy approach versus our apparently overt attempt is mainly the 
time it will take to conduct the Web crawl, especially if you are using one search engine to crawl. 
The fast rate at which the Web Extractor tool could crawl made us look suspicious to Google's 
defensive infrastructure.  

First, then, we need to set up wget to be more optimal for us, so that we can construct or edit a 
.wgetrc file (this file sits in your home directory). The .wgetrc file has some options that can help you 
control your wget without writing extremely long command lines. Before we get started, it should be 
noted that .wgetrc requires a bit of conservative behavior or you will end up mirroring a good portion 
of the Web, which more than likely will not fit on your local hard drive. Previously, in Chapter 2, we 
observed the /robots.txt file that prevented wget ignoring the other directories involved with our 
target. This was due to wget complying to the Robot Exclusion Standard. When we're harvesting e-
mail addresses, we must assume that we probably don't want to comply with this standard, since it 
limits our extracting of information. Here is what our .wgetrc should look like:  

### 
### Our .wgetrc file we will use to do our evil dee ds. 
### 
 
# Lowering the maximum depth of the recursive retri eval is handy to 
# prevent newbies from going too "deep" when they u nwittingly start 
# the recursive retrieval.  The default is 5. 



reclevel = 7 
# Set this to on to use timestamping by default: 
timestamping = on 
 
# For more stealth – we can optionally use a proxy – for our demo 
# we'll keep it off, but assume that we would use i t to remain stealthy. 
#http_proxy = http://proxy.ourproxyserver.com:3128/  
 
# If you do not want to use proxy at all, set this to off. 
#use_proxy = on 
 
 
# Setting this to off makes Wget not download /robo ts.txt.  Be sure to 
# know *exactly* what /robots.txt is and how it is used before changing 
# the default! 
robots = off 
 
# It can be useful to make Wget wait between connec tions.  Set this to 
# the number of seconds you want Wget to wait. We'r e setting this to 5  
# seconds for demo purposes, we can use 'randomwait  = on' optionally.  
wait = 5 
 
# You can turn on recursive retrieving by default ( don't do this if 
# you are not sure you know what it means) by setti ng this to on. 
recursive = on 
 
We now have our wget environment ready for use and need to find a good target that will provide 
us some e-mail addresses—such as any particular known mailing list. For our example, let's select 
a security mailing list, namely www.seclists.org/lists/ (see Figure 12). 

 
Figure 12 Mailing List Targets—Easy to Fetch Recursively  

It is a known fact that open mailing lists are a popular target because their primary function is to 
draw a bunch of e-mail users to communicate in a centralized forum. Even though harvesting e-mail 
addresses from the Internet for the purpose of spamming is now illegal per the CAN-SPAM Act of 
2003 (www.ftc.gov/bcp/conline/pubs/buspubs/canspam.htm), literally thousands of mailing lists and 
organizations are targeted daily by directory harvest attacks (DHAs). DHAs are spammers' attempts 



to locate valid e-mail addresses by infiltrating e-mail servers and building a database of the 
legitimate e-mail addresses they find.  

Postini, an e-mail security vendor, reported in March 2005 (http://postini. 
com/news_events/pr/pr033105.php) that it had processed over 26 million DHAs targeting corporate 
e-mail alone, averaging more than 843,157 DHAs per day! We can only imagine how unbelievably 
high these daily DHA statistics would be if every mailing list targeted by spammers were monitored.  

In our case, the target we are going after is quite an easy one from which to gain some mailing 
addresses. The seclists.org site has an open directory listing of all the lists they archive, so this 
could be a gold mine for us. Now, the slightly obvious part of our demo is that if we were phishers, 
we would probably not target a security-focused mailing list, since it would be the equivalent of 
trying to hold up a police station with a knife, not to mention that the quality of e-mail addresses 
might not be as high, since they are either e-mail addresses of the mailing list itself or throwaway 
addresses. But as noted earlier, this is why we selected this particular target for demonstration 
purposes. This isn't to say that spammers do not target security mailing lists, but then again, the 
agenda of the common spammer is quite different and a bit more arbitrary than a criminal investing 
time in fraudulent activity.  

Taking a look at seclists.org, we want to execute a quick command that can grab the e-mail 
addresses out of the Web pages. That means we have to sample how the site attempts to protect 
its e-mail addresses from harvesting. We should be able to safely assume that a set of Web-
archived security mailing lists are quite aware of the problem of spam, so some protection schemes 
should be in place. We can hope that this will still be a "one-liner" for us to harvest the e-mail 
addresses. A one-liner is one set of commands on the UNIX command prompt—for example:  

ls –la | grep –i somefile.txt 

To do this, we locate one of the mailing-list submissions with an e-mail address in it and see how 
they handle it. Here is one:  

> > To: Steve Fletcher; security-basics@securityfoc us.com 

We want to target security-basics and be able to ensure that we can pick this e-mail and others out 
of the HTML and successfully store them as human-readable e-mail addresses. When we view the 
HTML source, we see what the e-mail address looks like to a script, as shown in Figure 13. 



 
Figure 13 Antiharvesting Technique  

Sure enough, just as suspected, the site uses an antiharvesting technique that is intended to deter 
and evade most e-mail address extractors. Whether or not it will actually work is the big question. 
However, in our case, since we know how the site is handling antiharvesting techniques, we should 
be able to quickly undo them with some simple Perl (http://Perl.org) scripting. The antiharvesting 
technique is hiding the e-mail address within a comment field that only displays within the HTML 
code and the use of the HTML coded character set. In this situation, the site is using @, which is 
the commercial @ character, and ., which is a period (.). The comment field then goes arbitrarily 
between the e-mail address, which won't be interpreted by a human viewing it, but wget retrieving 
the HTML document will see it because it is a comment in the source code (see Figure 14).  



 
Figure 14 W3C Details of the Character Set for HTML  

Some Perl-compatible regular expressions (regex; see http://pcre.org) can bypass this filter trivially 
and we can still do it all on one line. The advantage of Perl is the –e flag, or the eval flag, which 
takes in lines of code on the command line and executes them. So, to quickly set up our Web e-
mail extractor, we know that we can use wget to mirror the http://seclists.org/lists site and post the 
data to standard out. Then we'll pipe it to some Perl code to handle the filtering. To eliminate 
duplicates, we'll perform one last pipe to sort –u >> e-maillist.txt, which will uniquely sort the e-mails 
and send them to e-maillist.txt. Our command line now looks like this:  

me@unix~$ wget -m -q -O - 'http://seclists.org/list s/'  
| perl -lne 's/ 
//g;s/&#(\d+);/chr($1)/eg;@x= 
/([\w+.-]+)(?:\s*_)? 
\s*(?:\s+ats+|@)(?:\s*_)?\s* 
([a-z\d-]+\s* 
(?:.|dot)\s*)+([a-z]{2,8})/i; 
 if (@x) { $x[0].="@"; print @x }' |  
sort –u >> maillist.txt 
 
Regex can be a pain to get your mind around at first, but as you get into it, it's not all that bad. What 
our filter is doing is eliminating the altogether as it finds it within the HTML. Then it handles the 
character codes and converts them to their proper character representation. From that point it takes 
a variable and attributes it to matching patterns that represent multiple variants on the 
antiharvesting filters, such as user at user dot com. Regex will then convert it properly to a normally 
formatted e-mail address and print it to standard out (stdout) if we find a match. Since we are piping 
it to sort and sending it to a file, this will eliminate duplicates and store them in our maillist.txt file. 
Now we have successfully harvested e-mail addresses from seclists.org.  

Let's run maillist.txt through a line count using the command wc –l to see how many addresses we 
successfully harvested from seclist.org. We achieved only 174 names on this initial pass, which is 
actually not bad for a light footprint of a Web site. If you tried this on a site that distributes press 
releases for companies, you could expect it to take days to grab all the e-mail addresses off the 
site. On a site that has an overwhelming number of e-mail addresses posted, you can lower your 
recursive count to get speedy results and lower your duplicate counts if you're looking to harvest at 
a faster rate.  



In less than five minutes with this script, we were able to obtain more than 300 unique e-mail 
addresses from a publicly available press release distributing firm. With a wget "in-file" full of 
domains to harvest from, you can spend a few days pulling a lot of e-mail addresses off the Web. 
Whether you're using readily available tools or homegrown, command-line regular expressions to 
scour the Web for e-mail addresses, all it really takes is a little time, patience, and available data 
storage!  

Return Receipts   

A very neat trick for obtaining the high-quality e-mail addresses is to be on a mailing list and use 
return receipts to gather addresses. I was once on a list with lots of major corporations and financial 
institutions, and the majority of them use Outlook or an automatic Message Disposition Notification 
via their IMAP server. A weakness with this device is that many implementations have an 
autorespond delivery notice when a user sends a message requesting a receipt. Even if the e-mail 
was not read, the recipient of the original e-mail is notified with detailed information about the user. 
Here's an example:  

Final-Recipient: RFC822; john.doe@somebigbankcorp.c om 
Disposition: automatic-action/MDN-sent-automaticall y; displayed 
X-MSExch-Correlation-Key: LKhYJD6UMU+l66CeV9Ju6g== 
Original-Message-ID: <4256EBC1.4040504@sendingemail .com&#gt; 
 
On an unmoderated mailing list rumored to be occupied by 1200 members, I was able to obtain 
over 500 unique, high-quality e-mail addresses triggered by one message I sent to the list. Not only 
that, I now can use this to create a signature for the username semantics for each company that 
autoresponded to my receipt request. This will enable me to obtain more e-mail addresses through 
guessing and some basic research:  

helo somebigbankcorp.com 
250 +OK SMTP server V1.182.4.2 Ready 
mailfrom: charlie@somebigbankcorp.com 
250 +OK Sender OK 
rcpt to: booger@somebigbankcorp.com 
550 Mailbox unavailable or access denied  
- <booger@somebigbankcorp.com> 
rcptto: book@somebigbankcorp.com 
550 Mailbox unavailable or access denied  
- <book@somebigbankcorp.com> 
rcptto:john.doe@somebigbankcorp.com 
250 +OK Recipient OK 
 
To top it off, the username semantics are verified by their mail server. 
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For the high-quality, high-volume approach to be fast and efficient, many phishers incorporate 
hacking to steal information. To phishers, of course, this information is not about the e-mails only, 
since any confidential information they can get their hands can be gold to them. More and more e-
commerce sites are being targeted by hackers who want to gain access to e-mail addresses, credit 
card numbers, mailing addresses, and any other personal information regarding consumers. With 
both the rising threat of "insiders" along with public awareness of all the phishing attacks they read 
about in the news, the real threat is how much is not actually discovered or reported.  

In June 2004, an AOL employee was arrested for stealing the company's entire subscribers list and 
selling it to spammers (http://money.cnn.com/ 2004/06/23/technology/aol_spam/). That list 
contained over 30 million users' e-mail addresses and 90 million screen names. A 21-year-old was 
arrested for having access to T-Mobile's 16 million subscriber database (http://news. com.com/T-
Mobile+Hacker+had+limited+access/2100-7349_3-5534323.html), and shortly after his conviction, 
celebrity Paris Hilton's Sidekick data was posted publicly on the Internet by an unknown hacking 
group (www.drudgereport.com/flash3ph.htm).  

The real concern is that the access people like these have could be potentially worse than targeting 
celebrity information; we know that one person had access to the database, but how many others 
might have access? This would include 16 million high-quality e-mail addresses, not to mention a 
lot of private information regarding customers.  

It has been observed that even some banks have had insiders who might have had access to not 
only internal banking procedures but also personal customer financial information. This type of 
information is worth a lot of money to the right people, since elements of the information could be 
sold to different types of buyers. Coupled with the already overwhelming existence of phishing 
attacks, the last thing a bank needs is to have a "mole" on the inside assisting phishers for profit.  



 

Tip – 9: Sending Spam; Tools of the trade 

By Lance James 

23 Mar 2006 | SearchExchange.com  

The following is tip #9 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing.  

 

As we learned in Chapter 2, we had employed the use of a bulk-mailing tool to send our phish e-
mails to our target victims. The tool used is a primitive one in comparison to the power and 
extensibility that can be exercised in sending spam e-mails. Some popular bulk-mailing tools on the 
market today have features that pretty much offer spammers a turnkey solution to their e-mail 
activities. Here we review the popular ones used in phishing.  

The Tools of the Trade   

Two competing popular bulk mailers, Send-Safe and Dark-Mailer, are available on the market. 
Send-Safe advertises itself as a "real anonymous mailer" and was authored by Ruslan Ibragimov, 
who is also a prime suspect in the authoring of the Sobig virus 
(http://spamkings.oreilly.com/WhoWroteSobig.pdf). The allegations indicate that Ibragimov hired 
developers to assist in constructing a virus that would infect users to turn their machines into open 
proxies, enabling a competitive "stealth" advantage for his Send-Safe product. For this reason, 
Ibragimov is having great difficulty keeping his Web site hosted, since most ISPs do not condone 
spamming (see Figure 15). On his home page, Ibragimov offers multiple spammer tools that assist 
in conducting spamming in a "safe" and anonymous manner (see Figure 16). 

 
Figure 15 Wayback's Machine Displaying the Last Known Send-safe.com Site  



 
Figure 16 Send-Safe in action  

Notice that multiple products are listed on this site, such as Honeypot Hunter, a tool used to detect 
whether the server allowing spam is a honeypot. A honeypot, according to Lance Spitzner, is "an 
information system resource whose value lies in unauthorized or illicit use of that resource"; read 
more at www.honeypot.org. There is also a proxy scanner, a list manager that helps them sort their 
mailing lists, an e-mail verifier, and a Bulk instant messenger (IM) product.  

Instant messengers are a playground for possible spam, but the prevention of spam within that 
environment is a lot easier, since there is centralized control of features offered by the IM network. 
This type of spam is called SPIM and is starting to gain some traction. The real threat to IM is that 
phishers do have access to logins for IMs such as Yahoo's, since they have stolen thousands upon 
thousands of Yahoo! e-mail address logins using their methods of phishing sites and malware. With 
these logins, they can view a user's buddy list and start sending the users to sites that contain 
malicious content. The ROI will be high due to the trust factor, since the phishers are actually 
hijacking a trusted account.  

Another popular bulk mailing tool is Dark Mailer, hosted in China at www.dark-mailer.com. This tool 
is probably now the most popular bulk-mailing tool used by phishers and spammers due to its 
feature-rich ability, ease of use, and spammer-specific qualities such as forging headers to appear 
like those from Outlook Express. This tool has been benchmarked as one of the faster bulk mailers 
on the market, sending roughly 500,000 e-mails per hour. It has SOCKS and HTTP proxy support, 
including testing and built-in macros for customization of headers as well as message 
randomization designed for spam-filter evasion (see Figure 17).  



 
Figure 17 Macros for Header Customization  

With the ready availability of tools and methodologies for sending spam and the quick ROI for the 
spammers, it is easy to see why spamming and phishing have become so popular. These activities 
not only create an interesting economy all on their own, starting with the programmers providing the 
tools to the phishers, but once these tools are available, the job becomes an effortless and 
profitable process. All that is required is a bored individual who has a keen desire to get rich quick 
by stealing money from others.  



 

Tip – 10: The anti-antispam 

By Lance James 

23 Mar 2006 | SearchExchange.com  

The following is tip #10 from "10 tips in 10 minutes: Phishing exposed," excerpted from Chapter 3 of 
the book Phishing Exposed, published by Syngress Publishing.  

 

As you might suspect, the macros for Dark Mailer actually have a legitimate purpose. They are 
designed to assist in bypassing antispam filters. The concept of most filters is that they are 
reactionary, and that includes antivirus engines, antispam filters, and intrusion detection systems 
(IDS).  

Security in general is usually a cat-and-mouse game, so it has its own unique economy, driven by 
threats to keep everyone employed—including the criminals. If we lived in a perfectly trustworthy 
society, the security profession would play a much smaller role of basic enforcement. Then again, 
there is no such thing as absolute security, regardless of how trustworthy a society or individual 
may be, because there will always be a threat of some kind, even to an offline computer.  

In the controversial world of antispam, whenever someone makes a statement like "Spam filters do 
not stop spam," we all begin to hear a very loud noise in our ears. Organizations and individuals 
who spend their livelihoods designing and marketing the latest and greatest filter technology 
become offended. However, in the world of spam filters, it all comes down to a numbers game. 
Since the majority of spam filters catch 95–99 percent of spam, limiting the number of spam in a 
user's inbox from 20 mails to 1 each week is a significant improvement and is worth the investment. 
We all know what a pain it is to try sifting through e-mail that is overloaded with spam.  

Yet with all this in mind, we still need to keep in mind the following point: Spam filters do not stop 
spam. Why? Because spam still traverses the networks, uses network bandwidth, and gets 
delivered to a folder in almost all cases. Additionally, you, the user, are still forced to look at spam 
unless you want to miss the occasional false positive (legitimate mail mistakenly detected as spam) 
e-mail that you will probably get at the office. So, in actuality, spam filters do not prevent anything—
they merely classify and sort your e-mail the best they can while lessening the change in behavior 
required for you to read through the e-mail.  

There are many other problems with the majority of antispam filters. Since spam continually 
evolves, you cannot just sit there and wait for the filter to automatically work; the spam filter must be 
"trained" to understand what is spam and what is not spam. Some antispam companies send 
signature "trained" updates to their spam filters; others simply succumb to the understanding that 
dedicated resources need to be applied to continue to stay on top of this annoying epidemic. Others 
use global checksum systems, which are a more effective implementation in comparison to the 
filters that require "training."  

Something we have observed with phishers is that they seem to successfully pass their phish e-
mails through the standard spam filters. This is largely due to the fact that they simply learned their 
traits from spammers, or they were once spammers and have now moved "up" to phishing. The 
majority of spam filters used today are based on Bayesian algorithm that looks for certain 
characteristics in the e-mail and scores them. Bayesian filtering measures the probability of spam 
via its characteristics. This is a scoring system that can be trained by giving it samples of good e-
mail (ham) and spam. An example is Spam Assassin's (SA) engine. An e-mail marked as spam 
within its filter might look like Figure 18 when you receive it.  



Figure 18  Spam Assassin Scoring 

Content preview:  GLOBAL LOTTERY INTERNATIONAL 7265 7, NL-2115 DB EMIRATE, 
    THE NETHERLANDS INCONJUCTION WITH GLOBAL LOTTER Y INTERNATIONAL Dutch 
   & UAE,EMIRATE FLY EMIRATE. From: The Promotions Manager International 
   Global/ Emirate Club /Prize Award Department. RE F: DATE: 25th march 
   2005. ATTN: ( CONGRATULATIONS ) [...] 
 
Content analysis details:   (17.2 points, 5.0 requi red) 
 
  pts rule name              description 
---- ----------------------  
-------------------------------------------------- 
  0.1 X_PRIORITY_HIGH        Sent with 'X-Priority'  set to high 
  1.4 UNDISC_RECIPS          Valid-looking To "undi sclosed-recipients" 
  2.4 RATWARE_OE_MALFORMED   X-Mailer has malformed  Outlook Express version 
  1.7 MSGID_FROM_MTA_ID      Message-Id for externa l message added locally 
  1.4 DATE_IN_FUTURE_96_XX   Date: is 96 hours or m ore after Received: date 
  2.2 FORGED_YAHOO_RCVD      'From' yahoo.com does not match 'Received' headers 
  0.4 US_DOLLARS_3           BODY: Mentions million s of $ ($NN,NNN,NNN.NN) 
  1.5 RAZOR2_CF_RANGE_51_100 BODY: Razor2 gives con fidence level above 50% [cf: 
100] 
  0.1 RAZOR2_CHECK           Listed in Razor2 (http ://razor.sf.net/) 
  2.9 NIGERIAN_BODY1         Message body looks lik e a Nigerian spam message 1+ 
  3.0 FORGED_MUA_OUTLOOK     Forged mail pretending  to be from MS Outlook 
 

With the minimum spam scoring requirement of 5.0, this particular e-mail is clearly marked as 
spam, since it has a 17.2 point rating. As you can see in Figure 3.18, each line item has a point 
score that is used to tally the final aggregated content analysis rating. We see a 0.1 point rating for 
X_PRIORITY_HIGH, which is something that some users have on by default, especially if they are 
in marketing (just kidding). This received a low score since the probability is high that it is not 
always spam. The Razor (a distributed spam filtering network; see http://razor.sourceforge.net) 
check states that it's a 50/50 chance that it is spam, and the e-mail contents are listed in Razor.  

Next at 1.4 is the "undisclosed recipients," which indicates bulk mailing, but the system gives it a 
low score in case it is a valid solicited bulk mailing. The Message-ID was added from the original 
sender, which could be a sign of a spammer, since senders do not need to add their own Message-
ID if they are sending legitimate e-mail. The date of the Received header is 96 hours off from the 
actual date received. This is a good indication that this is spam.  

A 2.4 score was given to an X-mailer header that had a bad Outlook Express version displayed, 
which dovetails nicely with the 3.0 score that basically states this e-mail did a bad job of looking like 
Outlook. The message body received a 3.3 in total points, since it indicated qualities of a Nigerian 
scam, including the mention of "millions of dollars." And finally, a badly forged Yahoo.com domain is 
a dead giveaway. What we said earlier regarding Hotmail headers also goes for Yahoo; both have 
very specific style headers, and obviously this spoofed Yahoo! e-mail did not match up.  

In this Spam Assassin report, almost everything that could have been wrong with this spam e-mail 
was wrong. However, many savvy spammers actually test against these numbers. The advantage 
of using Spam Assassin is that it is open source, it's free, and it works. The disadvantage of using 
Spam Assassin is that it is open source, it's free, and it works. This means that the tool has become 
a threat to both spammers and phishers. When there is a significant threat to the ROI, the phishers 
and spammers will invest their time to defeat the threat, which is where the cat-and-mouse game 
comes into play.  

A quick look through these Bayesian filter scores with Spam Assassin and we can see that our 
phishing spam from Chapter 2 worked just fine. Why? We kept it simple. The less you try, the more 
you fly. A friend who worked for the National Security Administration (NSA) once told me that the 
best way to be anonymous is to blend in. The same goes for e-mail. Detection systems will see the 
obviously suspicious activity, but by staying creative, yet cool, spam tends to fly under the radar. 



Obfuscation such as misspelled words or "creative" ways to spell words have been successful at 
bypassing many spam filters. Making your headers less obvious and possibly less forged could 
help. The use of trojans has assisted phishers and spammers in sending their spam past the filters, 
since the e-mails are authentic. They send them from some cable modem user, and they are not 
even trying to hide that fact. One of the common methods is to include a hash buster in the subject 
and body field. This can contain random characters, letters, words, and sometimes book phrases. 
This is in an attempt to add legitimacy to the e-mail content and throw off the signature or hashing 
system used in some filters that hash an e-mail to watch it for multiple e-mails with the same 
signature. By sending random data per e-mail, the signature won't match against hash-based filters 
such as Razor and Distributed Checksum Clearinghouse (www.rhyolite.com/anti-spam/dcc/).  

Now for the cat again: Most spam filters use a combination of hashing, probability scoring, keyword 
filtering, whitelisting, and blacklisting (RBL—http://rbls.org—is an example of a blacklist). Most 
spammers use techniques that are designed to thwart these techniques, but then again, antispam 
vendors know this and design systems to thwart against those techniques … I think you get my 
point.  

One fairly new method spammers presented last year in retaliation for antispam techniques is what 
is known as reverse NDR, which stands for nondelivery receipt. Spammers are taking advantage of 
the NDR that is part of the SMTP RFCs (www.ietf.org/rfc/rfc0821.txt/ and 
www.ietf.org/rfc/rfc0822.txt/). An NDR is usually seen when you send an e-mail to an address that 
does not exist. In response you will receive a message that looks like this:  

Subject: Mail System Error – Returned Mail 
 
From: Postmaster@sendingemail.com 
Date: 04/03/2005 12:53 PM 
To: me@sendingemail.com 
Content-Type: multipart/report; report-type=deliver y-status; 
Boundary="=================================__= 
7188110(20378)1092081234" 
X-SPAM-Status: No, hits=0.0 required 5.0 tests= ver sion=2.20 
 
Recipient: <you1@receivingemail.com> 
Reason:    5.1.1  … User unknown 
 
Please reply to  if you feel this message to be in error. 
.... 
 
This report complies with RFC 822, and it is quite obvious that our spam engine did not even test it. 
So, the spammers found a loophole. Since NDRs are very necessary, you definitely want to know if 
you sent your e-mail to an invalid address. And since they are part of "spec," they get cleared 
without any authentication or probability tests.  

Here is the technique: The attacker wants to be able to get mail past your filter and have you read 
it. They create their spam message, but their sending address is spoofed as the victims they 
actually want to send it to:  

From: me@sendingemail.com  
To: you1@receivingemail.com  
 

From this point, when the spammer sends this e-mail, he will try to contact 
you1@receivingemail.com, and the MTA for receivingemail.com will send an NDR notice to 
me@sendingemail.com. Attached in the NDR report is the spam. Essentially, this takes us back to 
the open relay days, since spammers can utilize other mail servers to handle their bulk mailings, 
and that's virtually filter proof. It also has a high rate of visibility by the victims, since recipients will 
most likely view a Returned Mail notice. This technique can be adopted successfully by phishers as 
well on the basis of playing with the odds, since phishers are already playing the odds, guessing 
how many people have a certain type of bank account while blindly sending e-mails to everyone. 



Phishers can do the same with NDRs, if you received an NDR that stated you sent a message to 
abus@bigbank.com instead of 'abuse@bigbank.com. They can then direct you to report the 
incident by clicking a form and, once again, steal your credentials. It's all about a little creativity, and 
you would be surprised at the successful return rate.  

The road ahead in the fight against spam is still a bit foggy, but security in depth has so far been the 
most successful tool against this overwhelming problem. Solutions such as Sender-Policy-
Framework (SPF; http://spf.pobox.com/) and Sender-ID 
(www.microsoft.com/mscorps/safety/technologies/senderid/ default.mspx/) have been proposed, 
but they are a far cry from worldwide adoption, since many of these proposals either have 
fundamental flaws or are hampered by inconvenience. With all the various antispam initiatives and 
an overly saturated market fraught with a plethora of vendors focusing on the antispam problem, 
why doesn't spam go away? More important, what will be done to stem the quickly growing 
extension of spam, phishing? 



Fight Spear Phishing 
 
Tony Bradley, Contributor 

09.12.2006 
Rating: --- (out of 5) 

 
You or your users have probably received e-mail explaining that your eBay or Paypal account has 
been suspended or is suspected of having been compromised. Maybe you have received the one 
from Citibank or Bank of America or some other major financial institution. These, of course, are 
examples of phishing attacks. 

A phishing attack uses an e-mail claiming to be from a business or institution as "bait" to lure the 
"phish," which is the unsuspecting user, into clicking on a link or entering personal or confidential 
information such as their usernames, passwords, credit card information or more. 

A normal phishing attack is blasted out to millions of e-mail addresses, the vast majority of which 
probably don't even do business with the entity being spoofed. A "spear phishing" attack, on the 
other hand, targets a smaller, more specific audience. Rather than casting a net across the whole 
Internet, a spear phishing attack tries to pinpoint gullible victims from a single company or a smaller 
financial institution. The attack has higher odds of success and a much lower possibility of being 
identified quickly. 

Phishing attacks, whether full-blown or spear phishing, typically create Web sites designed to look 
exactly like the legitimate Web site of the company being spoofed. In fact, many of the links and 
graphics are often linked to the real content from the spoofed company's site, with only a few key 
fields feeding information to the attackers. Below are things you can teach your users to make sure 
they are not susceptible to phishing. 

Grammar and spelling:  While attacks are becoming more sophisticated, many could benefit from 
a good grammar or spell check before being sent out. If users receive a message that seems 
legitimate, but has obvious spelling or grammatical errors, that is cause for suspicion.  

Enter Web URL manually:  As a rule, users should not click on Web links from within an e-mail. To 
ensure users get to the site they intend to, they should open a Web browser and type the address 
in manually.  

Do not reply:  Even if a message appears to be legitimate, users should understand that no 
reputable company would ask them to share usernames, passwords or any sensitive or confidential 
information such as credit card or social security numbers via e-mail. They should never send such 
information to anyone via e-mail.  

Confirm the sender:  If users receive a message that appears legitimate, but seems suspicious, 
they should follow it up with a phone call to the company or to the alleged sender to try and verify 
whether or not they really sent the message. ((Content component not found.))  

Notify the company administrators:  Whether it is an attack directed at the company the users 
work at or a bank they do business with, if your users receive e-mail which appears to be an 
attempted spear phishing attack they should immediately notify tech support or the network or 
security administrator so that steps can be taken to protect the network from less observant users.  

As an administrator, there is a way you can proactively prevent phishing. 

Use anti-phishing tools or applications:  Newer Web browsers such as Firefox or the upcoming 
Internet Explorer 7 have built-in anti-phishing security features. If migrating to a whole new browser 
seems too much, you can also implement an anti-phishing toolbar such as those offerd by Netcraft 
or CipherTrust.  



About the author:  Tony Bradley is a consultant and writer with a focus on network security, 
antivirus and incident response. He is the About.com Guide for Internet / Network Security, 
providing a broad range of information security tips, advice, reviews and information. Tony also 
contributes frequently to other industry publications. For a complete list of his freelance 
contributions you can visit S3KUR3.com. 

This article previously appeared on SearchWindowsSecurity.com. 



Hooked: Phishing is luring more and more of your cu stomers 
 
Nalneesh Gaur 
09.12.2006 
Rating: --- (out of 5) 

 
Phishing is no longer a nuisance crime. Sophisticated identity thieves are targeting customers of 
financial institutions and high-profile e-tailers in big numbers--and starting to get big results.  
 

Unlike spammers, phishers' messages aren't aimed at selling male enhancement drugs, cut-rate 
mortgages or porn. Rather, phishers use common spamming techniques to generate vast numbers 
of e-mails that lure customers to spoofed Web sites and trick them into giving up passwords, credit 
card numbers and other personal information.  

The problem has exploded since Earthlink issued its first warning a year ago. E-mail security 
provider Brightmail (recently acquired by Symantec) reported it detected 2.3 billion phishing 
messages in February alone. A study released by Gartner Research in May estimates that 76%of 
all known phishing attacks had occurred since last December. The Anti-Phishing Working Group 
(www.antiphishing.org), an industry association of more than 200 organizations, reported 1,125 
unique phishing attacks in April, up from 402 in March and nearly seven times the number reported 
in January. Citibank was the overwhelming target of choice, with 475 attacks against it in April 
alone, followed by eBay, PayPal, US Bank and Barclays.  

The startling growth of this threat has given the bad guys a head start. Fortunately, there are steps 
you can take to protect your organization, combining innovative technology and proactive policies 
and processes.  

Phish Hooks 

Phishers follow the money, so it's no surprise that organized crime, based largely in Asia and the 
former Soviet Bloc, appears to be behind the surge of attacks.  

"Online usage of financial service has grown dramatically over the last two years," says Naftali 
Bennett, CEO of Cyota, a provider of antifraud and security products. "The universe and size of 
reward for the fraudster has increased dramatically." Security providers have been quick to 
respond, offering new techniques and repurposing existing tools to address the threat.  

In January, Cyota launched Cyota FraudAction, a modular suite of services that combats phishing 
attacks. At the core of FraudAction is Cyota's antifraud command center, which detects potential 
phishing attacks by analyzing data pulled in by various probes, decoys and several of Cyota's 
partners.  

Cyota's analysts create damage assessment reports based on parameters such as the number of 
hits, quality of the e-mail and type of information the attacker is trying to obtain. This gives Cyota's 
clients an early warning so they can shut down the phisher's site and alert their customers and 
provides forensics data to aid in possible prosecution.  

In May, MarkMonitor, an Internet brand protection and corporate domain registration specialist, 
announced Fraud Protection, which uses distributed honeypots and sophisticated baiting 
techniques to draw in and identify potential attacks. The firm monitors chat rooms, newsgroups and 
domain registries, processing the data through its correlation engines to determine potential threats.  

MarkMonitor gathers data to help customers shut down attackers. It also provides evidence should 
the customers decide to prosecute.  

Cyveillance, an online risk monitoring and management services provider, gives early attack 
warnings through its Cyveillance Intelligence Center Technology, which monitors hundreds of 
thousands of junk e-mails daily and cases the Web for potential attack intelligence.  



Brightmail offers e-mail security products and services, including Brightmail Anti-Fraud, which 
leverages Brightmail's Probe Network, consisting of more than 2 million decoy e-mail accounts and 
antispam technology to detect spoofing attempts characteristic of phishing attacks. If fraud is 
detected, Brightmail creates rules to block subsequent spoofed e-mails from reaching customer 
accounts.  

Numerous other vendors--such as Tumbleweed Communications, CipherTrust and NetIntelligence--
feature antispam and e-mail filtering products and services and are good sources of phishing 
intelligence.  

Tumbleweed founded the Anti-Phishing Working Group last fall. Membership is open to financial 
institutions, online retailers, law enforcement organizations and vendors.  

Fighting Back 

Early warnings are good, but service providers have no control over how customers respond to 
spoofed e-mails. Since phishing attacks target customers at their homes and workplaces, it's critical 
to have a clear policy governing the solicitation of personal information. Many companies warn 
customers that they will never solicit authentication information through e-mail.  

Make sure everyone in your organization is on the same policy page; imagine the damage if one of 
your divisions solicits personal information after your customers have been warned to watch out for 
it.  

Consider these additional steps: 

Be proactive on your Web site. eBay and Earthlink provide customers with specialized toolbars that 
alert them when entering a suspected phishing Web site and direct them to a Web page with 
information about online scams. PayPal provides a link to its security site, which tells customers 
how to spot fraudulent e-mails. 

Monitor DNS registrations closely and subscribe to services, such as Netcraft, that alert you when 
someone registers a domain that matches certain criteria indicating a spoofed Web site. 

Move quickly to take down hijacked Web sites by alerting the host organization--often an ISP or 
university--that one or more of its servers has been compromised. You may have to call law 
enforcement if the organization refuses or is slow to respond. While domestic hosting services often 
cooperate, the task is more difficult when dealing with offshore ISPs not governed by U.S. law. 

Consider the use of digital signatures. Several products, including ZixCorp's ZixVPM and PostX's 
Trusted E-Business, provide secure e-mail services, and Tumble-weed's E-mail Firewall digitally 
signs outgoing mail based on policy. Digital signatures are entirely under the control of the sender 
and will serve the needs of high-end, technology-savvy customers. The education of uninitiated 
users is far more challenging, making this approach less practical for larger implementations.  

Don't depend on SSL certificates. That reassuring padlock symbol at the bottom of your browser 
window simply means there's an SSL connection; it doesn't confirm the identity of the connected 
server. The hitch is that IE allows plaintext certificates that can easily be used to forge the site 
identity. 

Make your organization an unattractive target. "Banks need to build a reputation in the fraudster 
community--'Don't mess with me,'" says Cyota's Bennett. "Be very aggressive in legal ways and 
take the counter-offensive." 

Growing Stakes 

If you still don't think phishing is a problem, consider what's at risk:  

The Gartner study estimates that 30 million Americans have received a phishing attack, and about 
3% (1.78 million) submitted personal and/or financial information. This percentage is likely many 
times greater than the response to typical spam messages and more than enough to assure 
phishers a high return on a minimal investment. Other sources say the response rate is as high as 5 
percent.  



There isn't enough evidence to accurately estimate how much money phishers net, but Gartner 
estimates the direct cost to companies was $1.2 billion in 2003, and, given the dramatic increase in 
attacks this year, it's easy to foresee growing losses.  

In addition to direct losses, add downtime in the face of concerted attacks, the cost of issuing new 
credentials to customers who have been compromised, the security spending and potential liability, 
and you have the potential for a serious problem.  

And, it's hard to put a dollar value on trust.  

"Losses are high," says Mark Shull, president and CEO of MarkMonitor, "but the growing concern is 
having consumers reluctant to do business online."  

About the author 
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